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dapr
Distributed Application Runtime

Portable, event-driven, runtime for building distributed
applications across cloud and edge
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State of
Enterprise
Developers

ONE DOES NOT SIMPLY

\ e
-

WRITE A'DISTRIBUTED SYSTEM

Being asked to develop resilient, scalable,
microservice-based apps

They write in many languages

They want to leverage existing code
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What is holding back
microservices development?

2 & B

Frequently need to Runtimes have narrow Runtimes don’t have
incrementally migrate from language support with tightly composable and incrementally
existing and legacy code controlled feature sets adoptable equivalents that can

run anywhere
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Introducing Dapr

A portable, event-driven, serverless runtime for building
distributed applications across cloud and edge

N ‘ Make it easy for developers to create microservice

1| Microservice Building Blocks applications without being an expert in distributed
systems, including migrating existing code

: : Developer first, standard APIs used from any
Sidecar Architecture programming language or framework
P Runs on multiple environments for cloud, on-
|:I|:| Cloud + Edge prem, and small-edge including any Kubernetes
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Sidecar architecture

Standard APIs accessed over http/gRPC protocols from user service code
e.g. http://localhost:3500/v1.0/invoke/myapp/method/neworder

Dapr runs as local “side-car library” dynamically loaded at runtime for each service

Service-to-service State
invocation management

< .> HTTP/gRPC Publish and subscribe
Application ecource
code bindings & triggers Gelo

Distributed tracing Resiliency and more
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Application code

Microservices written in

Any code or framework...

Service-to-
service
invocation

a8 Microsoft Azure

=GO neden @ python NET éjava
|
| |
HTTP API gRPC API

———

Publish
and
subscribe

State
management

S

Resource
bindings
and triggers

Any cloud or edge infrastructure

aws

) GoogleCloud (-] Alibaba Cloud

&

Observability

kubernetes

%

Resiliency
and
Configuration

O

Secrets

[[—1-] virtual or
[T—_1 -1 physical machines

#GlobalAzure



Resiliency

App L’dapr - . . State

nagement
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Resiliency

Retry ever n seconds for x amount of times

Policy spec | l

App \/ dCfP-rl x manizr;ent

Sidecar
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Resiliency

[\
Retry ever n seconds for x amount of times

Policy spec | l

App L»dal r X - State
P . management
\/
Sidecar

After x amount of failures

Check every y seconds if state is restored

|

v/ m
— State
App @ 9( > . management

Sidecar
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Resiliency

[\
Retry ever n seconds for x amount of times

Policy spec | l

App L»d:‘r X > State
P . management
\/
Sidecar

After x amount of failures

Check every y seconds if state is restored

|

v/ m
— State
App @ 9( > . management

Sidecar

Once State is recovered

App L’dqpr L’ . . State

nagement

Sidecar
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Dapr components

Sto res AWS Azure . .
DynamoDB  CosmosDB Firebase Redis Cassandra

_@_ ' State < | 4 S o

_@_ smm PubSub & j @ a E

BI‘O ke rs AWS Azure GCP . .
sQs Service Bus  Pub/Sub Redis RabbitMQ

m ~.  Bindi = Q@
~ . Bindings —
d\dp)l‘ s « & Triggers @ paure - GCP ??o K§f

Swappable YAML files with o Secret g O @ V

resource connection details
Stor‘eS AWS Azure GCP HashiCorp Kubernetes

Secrets Manager KeyVault Secret Manager Vault Secret

Over 70 components available

_C.:_ _< Observability g @ <7 i

= Prometheus Applnsights Zipkin Jaeger
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Dapr Mechanics

D

Service
code A

Scanning for events

Dapr API

r_———

Messaging

~
|

Load and
save state

~
|

Resource bindings

Application

Publish and
subscribe

State stores

o )
:.I
EventHub Kafka AWS SQS GCP pub/sub
VAN
Dapr API
Service
code B
redis
€ © @
redis

AWS DynamoDB ~ CosmosDB

...others

...others

...others

N

N
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Microservice Building Blocks

)

State Management

Create long running, stateless
and stateful services

Ir:

Publish & Subscribe

Secure, scalable messaging
between services

T

Service Invocation & Fault Handling

Perform direct, secure, service-to-
service method calls

@,
r S
Actors

Encapsulate code and data in
reusable actor objects as a common
microservices design pattern

=

Resource Bindings

Trigger code through events from a
large array of input and output
bindings to external resources
including databases and queues

4N

0=
Distributed Tracing & Diagnostics

See and measure the message calls
across components and networked
services
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Azure Container Apps

Serverless containers for microservices

Build modern apps on open source

Focus on apps, not infrastructure

Scale dynamically based on events

Kubernetes 4 KEDA dalpr DAPR  ¢envoy Envoy
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Get in the fast lane with Azure Container Apps!

ACA Landing Zone Accelerator offers architectural guidance, reference architecture, reference
implementation and automation packaged to deploy workloads on Azure at scale and aligned

with industry-proven practices

Proven 5 _
Based on customer experiences rescriptive
Apply standards to clearly plan

with large-scale Azure migration ) )
: and design Azure environments
projects at-scale

Authoritative
Framework for holistic design
decisions on Azure

Enterprise-scale for ACA architecture Enterprise-scale for ACA reference implementation

Construction set design guidelines Reference implementation of shared
ideli decisi d dati for th (network, security, identity, and governance)
LI 2 i (C I RO ETile] RN e D)) (e Uik services—required to construct and operationalize

4 major components of enterprise-scale architecture an enterprise-scale landing zone
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Enterprise-grade environment in (single digit) minutes

https://aka.ms/aca-lza

ACA Secure Baseline (Internal Mode)

4eed Hub

On Premise

JumpBox
(Subnet)

—

Virtual Machine

Azure Bastion

(Subnet)

L4
»
Azure Bastion

Gateway
(Subnet)

'3

Gateway

(to On-Premises)

Spoke

ans Spoke

InfraSubnet

(Subnet)

ne

U

VNET
Peering

Container l‘

App1l Container App

Environment
INBOUND

CONNECTIVITY

Container
App 2

Application Gateway

Private Endpoints

(Subnet)

PO O G

Log
Analytics
Workspace

{Subnet) ‘:-‘
R
/\L\ /\L\ s “‘_‘ ~
¢ < Application Ga
h 4 v

Private DNS  Keyvault Container
Zone Registry

)

Azure Front Door Premium

A

Web Application Firewall
Policies(WAF)

Lin
an

et
A\l /4

Public
Internet

SCAN ME
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https://aka.ms/aca-lza

DEMO

Dapr Invocation and
State Management

RabbitMQ —> Service Bus —>Event Hubs
MongoDB —> Cosmos DB




Sample Orders Architecture

dqpr —>qur
A \ :
" |
1 |
| v
? Send ;l\t. E l\t.
A O ® / ._/ mongoDB
> Get Orders Process &
User Store Orders
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Sample Orders Architecture

dapr

4 \ 1

1 1

¢ : ;
Y Il t — @

] Send
b, Orders \.-/ | E— \.._/ mongoDB

- Get Orders Process &
User Store Orders
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Sample Orders Architecture

dapr
4 1
1 |
¢ : ;
@ e | @
» [ |
. ? Send 'l . : [ ] - lt.
5, Orders \.—/ el \._/ mongoDB
- Get Orders Process &
User Store Orders
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Sample Orders Architecture

m
dapr ——dapr
P | P
‘ e e e
3 e H i
é*. = o -
= Get Orders

User

Process &
Store Orders
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Sample Orders Architecture

dapr ——dapr
4P \ |P
1 |
{ ! 1
| v
O ]
f s - W <
é? Osrilnecrls \.t \. /
- Get Order: P &
User Store Orders
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<Kkaizen
- GAMING
i systems| [Q® Microsoft  INfoQuest
. 4 - fofficeline CUBE < @CANDI
[u] {355
INFOLAB i Code.Hub
I , H

SIGN&L

https://bit.ly/GA23Evaluation

#GlobalAzureAthens



Learn more

Dapr on GitHub
Dapr Docs
Azure Container Apps and Dapr integration
Dapr for .NET Developers

dc'|.|5r
dapr.io

#GlobalAzure



https://github.com/dapr/dapr
https://docs.dapr.io/
https://learn.microsoft.com/en-us/azure/container-apps/dapr-overview
https://learn.microsoft.com/en-us/dotnet/architecture/dapr-for-net-developers/
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Output bindings -

o— é Redis

@— - EventHubs

G
DynamoDB
A A\ y
oA POST
http://localhost:3500/v1.0/bindings/inventory
{ o—
"data": ’/ CosmosDB
{
"sku":"v1e0",
"quantity":"50"
}} o— & Kafka
o— @‘ SQS
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Input bindings -

GET/POST
http://localhost:8000/trigger

é Redis

{

"user":"johndoe"

}

- Event Hubs
‘ g Kafka ' <{}>
l App
& Kafka

1 SQS

l”
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Resource Bindings

- Dapr enable events to be sent and received from specific resources for any cloud
provider

Examples: Azure EventHubs, AWS SNS, Google storage Input binding Output binding
Configure binding

: actions.io/vlalphal

EventHubs CosmosDB

: Component
: trigger

DynamoDB

: bindings.azure.eventhubs

: connectionString

>
e
=2
=
Q
=
O
5

PostgreSQL

Receive events from binding

app.pcst('ftriggerr, (req, res)
data = req.body.data;

orderId = data.orderld;

console.log("Got a new order! Order ID: " + orderId); #GIobaIAzure




Publishing & Subscribing i

POST
http://10.0.0.4:8004/order

&

POST N |
http://localhost:3500/v1.0/publish/ “email”
"topic":"order",
"data":{
"user":"johndoe",
"item":"ZeroDay" "data":{
}, POST "user":"johndoe",
http://10.0.0.5:8005/order } "item":"ZeroDay"
& > } &
“cart” “shipping”
Publish Subscrib
hsy %GlobalAzure
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Publish

SOJEN d:lir

llca rt"

J

component
configuration

Pub/Sub
Components

. &8

redis

N,

By

o

Subscribe

B s &
B dGPI“ “shipping”

J

component
configuration

S d :Pr s &

“email”

J

component
configuration
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Pub/Sub

Publish Components
L
,,<¢>,, —> dapr  — é
cart redis

Post
http://localhost:3500/v1.0/publish/pubsub/order

"data":{
"user":“JohnDoe",

"item":"ZeroDay"
i 2

“pubsub” component

Subscribe

&
“shipping”

m
—> dapr =

Post
http://10.0.0.5:8005/order

"data":{
"user":“JohnDoe",
"item":"ZeroDay"

}

JL o)
— dapr — ,,< >
email
Post
http://10.0.0.4:8004/order

"data":{
"user":“JohnDoe",
"item":"ZeroDay"

b
balAzure
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Actors
- Actor pattern is good for solutions involving small, independent units of state and logic
- Actor runtime which provides concurrency, activation, deactivation, timers, reminders,
and partitioning
- Standard AP
http://localhost:3500/v1.0/actors/<actorType>/<actorId>/method/<method>
Invoke the getData method on myactor with id=50
curl http://localhost:3500/v1.0/actors/myactor/50/method/getData
Invoke the ProcessData method on myactor with id=50, providing the value 5
curl -X POST http://localhost:3500/v1.0/actors/myactor/50/method/processData
-H "Content-Type: application/json”
-d ' {"value" : "5"}
() #GlobalAzure
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Virtual Actors
with Dapr

Stateful, objects of
storage and compute

Dapr Actor Features:

« Distribution & failover
Turn-based concurrency
State management
Timers
Reminders

Video Game

Enemy
X pos Difficulty
Y pos  Spawn()
Z pos
Weapons
Attack()

Host/Pod



Virtual Actors with Dapr /1000 £ 0004 undate Pod X

$o%
{ Actor A
“speed" :“1"
}
Koy
POST
http://localhost:3500/v1.0/actors/MyActors/A/method/update AEED
{
“speed":“1"
}
Invoke
<‘¢'> Actor
App <
JL Get Actor <
daPr < Location

Placement
Service
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Virtual Actors with Dapr Pod X

<&

Actor A

Koy
POST
http://localhost:3500/v1.0/actors/MyActors/C/method/updateName AEED
{
“speed":“3"
}
Invoke
Ko Actor Pod Y
App G
Actor C
POST Allocate
ot A http://10.0.0.7:6005/update @
- et Actor
da r < Location { —>
“speed"” :“3"
Placement b

Service
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Distributed Tracing & Diagnostics

- See the message calls across between components and
networked services

- Provides timing and performance information
- Integration with cloud services such as Azure Monitor

Dapr Dapr

& &

App Tracing Tracing App
Middleware Middleware

Tracing
Backend #GlobalAzure




Distributed Tracing and Diagnostics ®— @ Appinsights

o— Datadog

<{>> o— ’ Instana
App
“frontend”
N
o— - Jaeger
- (@ OpenCensus C + many more l
a o— SignalFX
é Telemetry
Co)
App o— 9 Prometheus
“backend”

o— + many more

maivuvaiAzJdle
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