2017

Global Azure
BOOTCAMP

® @gﬁ;
)

e a & & autoexec,gr £ sQLschool 4 ﬁ

AzureHeads



Blautoexec.gr 2017

Global Azure
BOOTCAMP

Protect your data with a modern
backup, archive and disaster
recovery solution

Pantelis Apostolidis

Solution Architect @ Office Line SA
(XYY Y

pantelis@e-apostolidis.gr

Blog: e-apostolidis.gr

Forum: autoexec.gr

MCSE: Private Cloud & Infrastructure
MCSE: Productivity

Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft Micresoft
CERTIFIED CERTIFIED CERTIFIED CERTIFIED CERTIFIED Specalst CERTIFIED
Solutions Expert Solutions Associate T Professional Technology Specialist  professional Systems Administrator




2017

Global Azure
BOOTCAMP
Data protection continues to be a key IT priority
Figure 1. Top Five IT Priorities for 2016
Top five most important IT priorities over the next 12 months. (Percent of respondents,
N=633, ten responses accepted)
Cybersecurity initiatives 37%

Business intelligence/data analytics initiatives 23%

Managing data growth 22%

Data integration

Improving data backup and recovery

Source: Enterprise Strategy Group, 2016.
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Data protection is more critical than ever

Last year, ransomware attacks grew at a IMPORTANT! PLEASE READ!

blistering pace. In total, SonicWall reports 638 e Ty
million. That's more than 167 times the
number of attacks in 2015.
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All your important files are encrypted. iy
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3 -2 -1 Backup rule

®-6-0

3 copies of 2 different 1 copy
your data media off site
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Azure Backup & Azure Site Recovery

Operations Management Suite—Protection & Recovery or Stand Alone

Microsoft Operations Management Suite
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(=3 Overview

Jo

Log Search

My Dashboard

Solutions Gallery

57.5vB

Usage

AD Assessment

1 High Priority
Servers Assessed Recommendations
on Tue Jun 30 2015
Low Priority
Recommendations
Passed Checks
 —
 —
o —

Alert Management

4. Welcome!

With the Alert Management Inteiligence Pack, you can
now view all alerts from System Center Operations
Manager. Within an hour after any alert is raised or
changed in your environment, the alert data shows up in
the portal.

a

Malware Assessment

| Servers with Active Threats

40%

NEEDS ATTENTION 2
Servers with Inadeguate
Protection

v

Automation

omslintualaauto

1

Runbooks

11

Jobs in the last 7 days

ko

Backup

omslintualabackup

2

Servers backed up

100.4GB

Backup data
Change Tracking

Software changes in 2
the last 24 hours

20

Windows service
changes in the last 24
hours (excludes Status) 20

By

Data Plan: Free

Security and Audit

42,

Active Computers in the last
24 hours

13 29

Accounts Authenticated in
the last 24 hours

v

Azure Site Recovery

1

Registered servers

0

Failed jobs in the last 24 hours

&
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Azure Backup o Scalable

z Reliable

@ Secure

w® ENCrypted

“4autoexec.gr



2017

Global Azure
BOOTCAMP

Data protection with Azure Backup .‘

|:| Files and folders

Cloud Backup

Hybrid Cloud Backup

|:| Hyper-V Virtual Machines

|:| VMware Virtual Machines

|:| Microsoft SQL Server

Linux SQL Server Premium Virtual
Storage Machines

D Microsoft SharePoint

D Microsoft Exchange

Backup of Cloud Workloads Backup to Cloud |:| Svstem State
Azure VM Backup Hyper-V and VMware Protection y
Azure SQL Backup Offsite and Long Term Retention |:| Bare Metal Recovery

Protection from Malware

Recovery Services Agent | Azure Backup Server | System Center DPM | Azure Backup
Blautoexec.gr
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Azure Backup

& . 70

Beyond Backup

v’ Pay-as-you-go v' First-class integration with Azure services
v No infrastructure for Backup v" Rich monitoring
v No Storage egress charges v Insights and Analytics
v’ Single management pane v Leverage Azure identity and security
v Self-service services
® 00 A
Pay-As-You-Go Infinite Scale Freedom from

Infrastructure autoexec.gr
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Azure Backup
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Why Business Continuity/DR?

Loss of Data &

Service

Downtime = Loss of business to competition or closure

Cost of Disruption

Average cost of
the disruption is
$1.5M/hour

4in 10
businesses do
not reopen after
a major disaster

* Source: EMC Digital Universe with Research and Analysis by IDC, 2014

Source: IDC: Measuring Cost of Downtime and Recovery Objectives Among U.S. Firms, IDC QuickPoll Survey July 2013 and Storage User Demand Study 2013

Source: Federal Emergency Management Agency (FEMA)

Brand & Equity

Compliance

Loss of
reputation is
often
irreparable

Protection &
recovery key
tenet in most
compliances
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Most common cause for DR is Not natural disasters Boorcanr

Figure 5 Top Causes Of Business Downtime And Impact Of Disruption

5-1| Top causes of downtime are mundane events, not dizsasters

“What was the cause(s) of your most significant disaster declaration(s)
or major business disruption?”

Operational failures Matural disasters Human-caused events
P & r A, "| |" A "|
43% I 1 I
i o |
| 11 1
319% | L |
I i I
I 1 |
1 [ 1
I 1 |
16% 1504 | 1 I
2% 4000 o0 | 13% l
1 |
1 |
5%
11 Py
& ¢

Base: 94 global disaster recovery decision-makers and influencers
(does not include “don't know” responses; multiple responses accepted)
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ASR: Multiple Scenarios, One Solution BOGTCAMP

v"RPO of seconds and RTO of minutes

v 30 seconds, 5 mins, 15 minutes

v"Planned and unplanned failover

v" Orchestrated Recovery Plans

v"No impact DR Drills with Test Failover
v"Migrate to Azure from anywhere

v" Create on-demand test copies in Azure

Blautoexec.gr



Azure Site Recovery

vCenter
(Optional)

Process & Config
Server

VMware VMs
& Physical Servers

Hyper-V VMs

Process Server — Used for ASR Provider — Captures all
Discovery, Caching, data writes from memory
Compression & Encryption or VHD differencing disk

Site Recovery Vault
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ASR Scenario - with AD Replication and SQL
Availability Group

R Windows Azure

- Azure Site Recovery oS~
/?or \\
0/7@%9[“ \\
ZoN

R T
el Ty 4 | sV
Selese §SQL ANTETIE] 1 114Y Gréoup ;§£ /
App Tier ASR Replicatiofn Azure
. App Front End i Storage
Active AD & ASR Replication EENRAAY
. Directory : :

..........................................................................................................................................................

Primary Site 525 VPN Azure

Above shows DR to Azure however same scenario is applicable for On Premise to On Premise DR.
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Azure Site Recovery
& .

v’ Pay-as-you-go v’ First-class integration with Azure services
v No infrastructure for DR v’ Rich monitoring
v No Storage egress Charges v |ﬂSightS and Analytics
v’ Single management pane v Leverage Azure identity and security
v’ Self-service services

» 00 ¥

Pay-As-You-Go Infinite Scale Freedom from

Infrastructure autoexec.gr
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Azure Site Recovery
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Solution Architect @ Office Line SA Global Azure
BOOTCAMP

pantelis@e-apostolidis.gr Thank You
www.e-apostolidis.gr
@papostolidis

Don’t forget to evaluate: https://aka.ms/cc9cfl
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