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Agenda
Hybrid Report 2017 (5min)
Hybrid Networking  (10min)

• Azure Connectivity VPN
• Azure Connectivity Express Route
• Network Performance (Demo)
• Network Security Groups (Demo)
• Wire Data (Demo)

Hybrid Management (20min)
• Service Map (Demo)
• Security Compliance (Demo)
• Management (Demo)
• Backup(Demo)
• Disaster Recovery
• Automation (Demo)

Identity (5min)
• AzureB2C

Citrix As A Service  (10min)
• XenApp Essentials
• XenDesktop Essentials
• XenApp/XenDesktop Service

Azure Stack  (5min)
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Hybrid Productivity Office 365 + Office, Exchange, SharePoint

Hybrid Business Apps Dynamics 365 + Dynamics

Hybrid App Integration Azure Service Bus + BizTalk Server

Hybrid Identity Azure Active Directory + Active Directory

Hybrid Database Azure SQL Database + SQL Server

Hybrid Management Operations Management Suite + System Center

Hybrid Backup & DR Azure Backup + Azure Site Recovery

Hybrid Storage Azure Storage + STORSIMPLE

Hybrid Networking Azure ExpressRoute + VPN

Hybrid Platform Azure + Azure Stack



Hybrid Networking







Private, high b/w network 
connections up to 
10Gbps)

Predictable performance



ON-PREMISES WITH SYSTEM CENTER

HYPER-V
LINUX

VMWare
LINUX

Public Cloud AZURE
Private or Hosted Third Party Cloud 

Rackspace, GCE etc.,

Microsoft
Operations Management Suite

Suite (OMS)
Simplified guest and workload management anywhere (on-premises or in the cloud)







DEMO

Azure Hybrid DemosAzure Hybrid Demos
Hybrid Networking Demo



Hybrid Management



Discover
how infrastructure 

supports apps

Monitor
the whole

distributed app

in real time

Optimize
remediation of 

known issues

Understand where applications 
meet infrastructure



System dependency 
discovery
• Discover every connection with 

no pre-definition required

• Understand complex interactions 

no matter how short-lived

• See dependencies before and 

after migrations

• Mitigate complications of 

planned maintenance



Operations Management Suite

Application 
discovery

• Dynamic maps

• Any platform, any environment

• System Center Operations 

Manager Integration



End-to-end  
performance 
monitoring

Any cloud

Visibility

Control

Any platform

• Hop-by-hop performance 

monitoring

• Events and alerts filtered by 

application and system 

dependencies 

• Integrated runbook tasks to 

accelerate remediation



Optimize at the 
application layer

App-centric:

• Automation and remediation

• Monitoring and root-cause analysis

• Security monitoring and assessment

• Backup and Site Recovery

Application dependency monitor

Configuration and automationInsights and analytics

Security and protection Backup and disaster recovery



AuditOngoing AssessmentCross-Platform

• Actionable security insights –

network, identity, servers, …

• Prioritized notable issues

• Central collection of all security data

• Export to Excel and PowerBI or via 

API for reporting

• Data retention

• Windows and Linux

• On premises, Azure, AWS

• Microsoft and 3rd party security 

solutions

Holistic Security Posture



Collect 
security data 
from virtually 
any source



Gain insight 
into security 
domains 
across your IT 
environments



Assess the 
security of OS 
configurations 
against 
recommended 
baselines



Validate that 
antimalware 
software is 
deployed and 
up to date



Ensure that 
systems have 
the latest 
security and 
critical 
updates 
deployed



Monitor login 
activity for 
unusual access 
or password 
changes



View network 
communicatio
n to known 
malicious IPs 
and changes in 
traffic patterns



Built-in and 
custom 
notable issues 
highlight 
vulnerabilities 
and threats



Get context 
into notable 
issues to jump 
start research 
and 
investigation



Simple 

management

• Choose your scenario

• Choose the retention

• Enable Backup



OMS Site Recovery technology

• Remote health monitoring

• Multi-tier, application-consistent recoveries 

• No-impact DR testing

• Automated replication and policy-based 

protection

• One-click orchestrated recovery

• Seamless integration with Azure services

SaaS-based disaster recovery



Simplified 
deployment
• Quick and easy

• Recovery on your terms 

• SaaS-based offering

Communication 
and replication

Replication
channel



Enterprise-grade 
protection
• Customizable policies 

• Application aware 

• Multi-VM consistency



Test without 
impact
• Non-disruptive testing

• Verify recovery plans

• Gain peace of mind



Extend your 
solution
• Utilize integrated Azure services

• Add automated scripting 

using Automation

• Connect via ExpressRoute



✓ Manage any cloud & on prem

✓ Process automation & DSC

✓ PowerShell & Graphical authoring

✓ Integrate systems

✓ Windows & Linux

Hyper-V
VMWare
OpenStack

Azure
AWS
Service Providers



Authoring

• Graphical runbooks
• New type of graphical runbook based on native PowerShell

• Improvements to graphical authoring and runbook capabilities

• PowerShell ISE add-on
• Author textual runbooks (PowerShell, PowerShell Workflow)

• Continued improvements in response to feedback

• Start-AzureRmAutomationRunbook cmdlet
• Added –Wait and –MaxWaitSeconds parameters

• Parent runbook can now wait for child runbook to finish and send back output

• Enables any runbook type to call any runbook type and get back results

• More Gallery runbooks
• We continue to add useful runbooks to the gallery



Graphical authoring

• Graphical PowerShell runbook
• New type of graphical runbook based on native PowerShell

• All advantages of native PowerShell over PowerShell Workflow

• Starts fast, full objects

• Graphical authoring improvements
• Object output properties available at design time

• Canvas restyle for readability

• Warnings for common design requirements

• Error links & convert exception to error (coming soon)

• Graphical runbook SDK update
• Release latest version of the public-preview SDK



Remediate VM alert with Automation runbook

• Integrate Automation in Azure
• Seamlessly use Automation to manage Azure 

resources

• Trigger runbook from VM alert
• Configure VM alert to start a runbook when 

alert triggers
• Microsoft runbook or user runbook
• Alert context passed to runbook

• Account creation as needed
• Create Automation account and Run As 

credentials as needed for user
• Make it seamless to get going with alert 

remediation



Azure AD B2C



A consumer identity and access management system needs to be:

Consumer-centric and flexible

• Every customer experience 
needs to be a positive one 

• Customizable consumer 
interactions

• Choice of social 
& local accounts

Secure and reliable

• Multiple levels of 
security controls

• Security reporting

• High availability—SLA

Ready for every business

• Cost-effective

• Scalable

• Global

Faster speed to market

• Standards-based

• Innovative

• Flexible policy 
framework



Sign up, Sign in, 
Password reset & 

other policies

Social & Local 

Accounts

••••••••••

••••••••••

Seamless User 

Experience

Multi-Factor 
Authentication

Protocol support

(OIDC, OAuth2)

Azure AD

Graph API



Citrix on Azure



Host Cloud ServiceHostExtend

Virtual Apps and Desktops With Citrix

Azure 

XenApp and XenDesktop 

management on-premises 

Virtual app and desktops workloads 

on-premises and Azure

Managed by IT

XenApp and XenDesktop cloud 

service on Azure, managed by Citrix

Virtual app and desktops workloads 

on Azure, managed by IT

Azure 

XenApp and XenDesktop 

management on Azure 

Virtual app and desktops workloads 

on Azure

Managed by IT

Citrix Cloud

Azure 



XenApp and XenDesktop cloud 

service on Azure, managed by Citrix

Virtual app and desktops workloads 

on Azure, managed by IT

Citrix Cloud

Azure 

Cloud Service

Citrix Cloud

Azure 

XenApp Essentials

Citrix Cloud

Azure 

XenDesktop Essentials

New Services

Virtual Apps and Desktops With Citrix



Azure Stack









Most Azure Marketplace solutions work on 
Azure Stack without modification



https://aka.ms/cc9cf1



Thank You


