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Agenda %

BOOTCAMP
Hybrid Report 2017 (5min)
Hybrid Networking (10min)
* Azure Connectivity VPN
* Azure Connectivity Express Route
* Network Performance (Demo)
*  Network Security Groups (Demo)
*  Wire Data (Demo)
Hybrid Management (20min)
* Service Map (Demo)
* Security Compliance (Demo)
*  Management (Demo)
* Backup(Demo)
* Disaster Recovery
* Automation (Demo)
Identity (5min)
* AzureB2C
Citrix As A Service (10min)
*  XenApp Essentials
* XenDesktop Essentials
*  XenApp/XenDesktop Service
Azure Stack (5min)
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Azure hybrid capability

Hybrid Productivity Office 365 + Office, Exchange, SharePoint

Hybrid Business Apps Dynamics 365 + Dynamics

Hybrid App Integration Azure Service Bus + BizTalk Server

Hybrid Identity Azure Active Directory + Active Directory

Hybrid Database Azure SQL Database + SQL Server

Hybrid Management Operations Management Suite + System Center
Hybrid Backup & DR Azure Backup + Azure Site Recovery

Hybrid Storage Azure Storage + STORSIMPLE

Hybrid Networking Azure ExpressRoute + VPN

OCCCOOOOCC

Hybrid Platform Azure + Azure Stack
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Azure Networking

Internet

access

Azure
virtual
network

=

: =) =

ExpressRoute <o

AN

f

VPN gateways

Virtual network

Private IP addresses, Network-
level isolation

Segment with subnets
and security groups

Control traffic flow with user-
defined routes

Hybrid connectivity

Point-to-site for dev/test

VPN gateways for secure
site-to-site connectivity

ExpressRoute for private
enterprise grade connectivity

Domain-join with on-premises



ExpressRoute

Dublin* b Amsterdam

.
Seattle,

Silicon
Valley §

.

.(h Dallas

Los Angeles,
o

Private, high b/w network :

connections up to
10Gbps)

Predictable performance

Sydney

/ Melbourne*_,';"
. i

.



Operations Management Suite (OMS)

Simplified guest and workload management anywhere (on-premises or in the cloud)

LINUX
HYPER-V. WINDOWS

LINUX

LINUX
HYPER-V WINDOWS
VMware WINDOWS

LINUX
VMware WINDOWS
Public Cloud AZURE \ /

Private or Hosted Third Party Cloud
Rackspace, GCE etc.,

Microsoft
Operations Management Suite

|

WINDOWS
WINDOWS  LINUX
O .
WINDOWS O .

ON-PREMISES WITH SYSTEM CENTER



Network Analytics

m Overviey Azure Netwark Analytics
NETWORK SECURITY GROUP RULES

FLOW COUNTERS

Rules that blocked flows Rules that allowed flaws MAL Addresses with blocked Fows MAC Addresses with allowed flows

ELOCKED FLOWS RUWE  ALLOWEDFLOWS

M VNET  BLOCKED FUI WS A VNET
e — it we-dcfe — — 000D
22e- [ — 000D 42

. I8

» Troubleshoot issues across your Azure
networks by providing visibility into
the network security rules that have
been allowing or blocking flows.



Wire Data

Perform an analysis of your

network traffic.

+ you can look into when certain
computers (IP addresses/MAC

addresses) communicated with
each other

- for how long, and how much
data was sent

- view metadata about network
traffic
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Understand where applications
meet infrastructure

@\ /E\
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Discover Monitor Optimize

how infrastructure the whole remediation of
supports apps distributed app known issues

in real time



System dependency
discovery

Discover every connection with .
no pre-definition required Py

Understand complex interactions
no matter how short-lived .

See dependencies before and
after migrations

Mitigate complications of
planned maintenance




Application
discovery

Dynamic maps
Any platform, any environment

System Center Operations
Manager Integration

Operations Management Suite




End-to-ena
performance
glelglitelgiale

Hop-by-hop performance
monitoring

Events and alerts filtered by
application and system
dependencies

Integrated runbook tasks to
accelerate remediation
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Optimize at the
application layer

App-centric:
Automation and remediation
Monitoring and root-cause analysis
Security monitoring and assessment

Backup and Site Recovery

: 2 2%,

Insights and analytics Configuration and automation

@\_/E\
Q" — .

—_—

Application dependency monitor

N
0 e

Security and protection Backup and disaster recovery



olistic Security Posture
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Cross-Platform Ongoing Assessment Audit

oooo

* Windows and Linux » Actionable security insights — * Central collection of all security data

network, identity, servers, ...

* On premises, Azure, AWS » Export to Excel and PowerBI or via

* Prioritized notable issues API for reporting

 Microsoft and 3 party security
solutions » Data retention




Collect
security data

from virtually
any source

Overview b Settings Dashboard

STARTED

CONMECTED SOURCES

20 SERVERS CONNECTED

Download Windows Agent (54 bit

Download Windows Agent (32 bit)
Dewnlaad Agent for Linux (Preview)

4cf452c0-bYac-4b21-aBbd-fB3d13c07at | [Py

gBGYMGIUTAzgsFKEYXSnICUmM3IrOvh+ | [Py

fNXVODgpnOvMwRifmaYATaMa4+xrsk | [y

3 MGMT GROUPS CONNECTED

2 STORAGE ACCOUNTS CONNECTED

View Documentation &

en a subscription s successfully attached, the
Office365 solution will automatically be added to
the Ovenview Dashboard

0 OFFICE 365
CONNECTED

Connect Office 365




Gain insight
INnto security
domains

across your |1
environments

Overview

CURITY DOMAI

Security records over time

Security And Audit

ity ecora:
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Update

Assessment

Network Security
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(Preview) 2
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Computers with sec
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Baseline Assessment

tical failed ru
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45
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the last

m

Compute

Identity and Access
Accounts attempted ta log

533

Malicious traffic e

[r— 24

rents

Azure Security Center

NOTABLE ISSUES

Active issue types

N i

13 WARNING
ToTAL
INFO
NAME CounT

Computers with insufficient prc

Low priarity S assessment sec

Cont

Comput

Logans wi

clear text password

Members added To security-enabled g,

ecutables

Suspicious

Accounts failed to log on 52

o
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THREAT INTELLIGENCE (

Servers with outbound malicious traffic

0

SIA

AUSTRALIA

b bing

Data Plar Sta

Detected threat types

BOTNET
24 22
ToTAL DARKNET
ASIA
NORTH OPE
\MERICA
AFRICA
SOUTH
AMERICA AUSTRALIA

Incaming malicious traffic @) Outgoing malicious traffic



Assess the
security of OS
configurations

against
recommended
baselines




Nl Overview b Security And Audit » Updates

vs Computer. Windows Critical/Security Updates older than 20 da, Windows Critical/Security Update:

Validate that loE
antimalware
software is

NUMBER OF COMPUTERS NUMSER OF UPDATES

deployed and | =
up to date




Fnsure that
sKstems have
t

e |latest
Ssecurity and
critical
updates
deployea




Monitor log
activity for
unusual access

Or PassSWOora
changes

@

('] Q D

Overview
IDENTITY POSTURE

Logons

78.7%

FAILED

Accounts logged on

5

Locked accounts

Active critical notable
issues

0

Security And Audit

FAILED

19.5k
SUCCESSFUL

5.3k

Accounts failed to log
on

698~

282

Accounts with changed
or reset password

Active warning notable

Issues
T

Identity And Access

FAILED LOGONS

Failed logon reasons

19.5K INVALID USERNAME OR PASS...
TOTAL 19.5«
ACCOUNT Faep b aTTEMPTS
MEIRM-W52008R2\Administrator  100% 12K
MEIRM-WS2008R2\administrator ~ 100% 3K
MEIRM-W52008R2\admin 100% 181
MEIRM-WS2008R2\user 1003 109
VADMINISTRATOR 100% 101
MEIRM-WS2008R2\test 100% 72
MEIRM-WS2008R2\user1 100% 72
\testuser 100% 57
\copier 1003 50
\conference 100% 50
See all..

LOGONS OVER TIME

65k
- J

=

TAIPM  TAIPM 1143 PM

COMPUTER ACCESSED

MeirM-W52008R2

csp.contose3s.com
sql-0.sp.contosoSS.com
ad-bdcsp.contoseSs.com

sql-1.sp.contosoS5.com

.contoso55.com

meirm-x1.middlecast.corp.micr...

C55-ATA-Center

SPS-APP-0.5

SPS-APP-1.5p.contoso55.com

Seeall...

5.3K 19.5K
successFuL - Braiep

A .n

TATAM  TAIAM 1143 AM

LOGON ATTEMPTS.

7K e——

SK



Databasedonlastidy () @ B3 ©
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Overview » Security And Audit » Network Security

View network

o)
# NETWORK SECURITY CONTEXT MALICIOUS COMMUNICATIONS TOP ACTIVE COMPUTERS
B
78.7K 120.5K Communications Active computers
. ° INBOUND QUTBOUND
]

P

BENIGN

T 199.2x 199.2k

TOTAL MALICIOUS
0 2

n t O n O W n 233PM GIIPM 10:33PM Z3IAM G33IAM 1033 AM

. . . MALICIOUS IP_DIRECTION  COUNT COMPUTER sessions & pata
Distinct malicious IP Computers reporting
O C addresses data 61.240.144.65_In 2 — ad-pdesp.contoso 23¢ 146 MB
I I I a | ( | O l | E E ad-bdc.sp.contosos.com 14K 131 MB
sql-1.5p.contoso55.com 11K 489 MB
® 2 8 WAP-Dema 9K 113 MB
a l I ‘ a l I e E | l I sql-w.sp.contosoS5.com 5K 109 MB
Contoso55Cc 5K 93 MB
Inbound Outbound ontose " !
communication communication sql-0:sp.contosoSs.com a 674 MB
Contoso550C.contosa’5.com 4K 63 MB

traffic patterns

78.7Kk~w2k  120.5K 713k

See all, See all




Built-in and
custom |
notable issues

highlight
vulnerabilities
and threats

Overview » Security And Audit

CURITY DOMAI

Security records over time

ity ecora:
150k
S0
1200 AM 600 AM 1200 PM
Update

Compute

Assessment

Identity and Access
Accounts attempted ta log

533

Network Security
Distinct IP addresses

weie 245

Computers
Computers with sec
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Azure Security Center

Malicious traffic events

Baseline Assessment
1 the last
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(Preview) m
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Active issue types
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13 WARNING
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INFO
NAME
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Servers with outbound malicious traffic

0

SIA

AUSTRALIA

b bing

Data Plar Sta

Detected threat types
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24 22
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Incaming malicious traffic @) Outgoing malicious traffic



Get context
into notable
Issues to jJump

start research
and
iInvestigation




Recovery Services vaults -, Contoso-vault
crs ry Serv

+ o

Repiicate  Delete

3 subscriptions v Backup ftems/Azure VM Backup 1 Seenario v
o Selected
S | m | e Backup management servers
NAME
Replicated items 2 Backup Policy v
i Contoso-vault 0 Selected

Subseriprion 1D
I T ' i l I i l l Il I 02229208-b8c8-4a52-bdd5-T752d9bb1d8a 3 femetobecap v
Selected

Monitoring Add tiles &

Site Recovery Health

» Choose your scenario

Unhealthy serv... 0
Events o
+ Choose the retention
Backup Add tiles ®
® E n a b | e B a C ku p Backup Items Backup Jobs Backup Usage
Azure Virtual Machines Azure virtual mach... 1 Cloud - LIRS 0B
File-Folders Cloud -GRS 08
Site Recovery Add tiles ®
Replicated items Recovery plans Site Recovery jobs

Failed 0

Waiting forinput 0

0 0 -

sddagop®




OMS Site Recovery technology

SaaS-based disaster recovery

» Automated replication and policy-based » Remote health monitoring
protection

* Multi-tier, application-consistent recoveries

* One-click orchestrated recovery

* No-impact DR testing
» Seamless integration with Azure services




Simplitied
deployment

Quick and easy
Recovery on your terms

SaaS-based offering

Communication
and replication

Replication
channel



Enterprise-grade
protection

Customizable policies
Application aware

Multi-VM consistency

SOURCE (CONFIGURATION SERVER) VIMAASREVZA

TARGET Microsoft Azure

replication settings

MULTI VM CONSISTENCY ON ﬂ

RPO THRESHOLD

RECOVERY POINT RETENTION _I

APPLICATION CONSISTENT SMAPSHOT
FREQUENCY I

30 MINUTES

24 HOURS

60  MINUTES



Test without
impact

Non-disruptive testing
Verify recovery plans

Gain peace of mind

pod5-recovery (test failover)

Jo PROPERTIES

MNAME STATUS
Prerequisites check for the recovery pl... Completed
Create the test environment Completed
Recovery plan failover *" In progress
Complete testing

Clean up the test virtual machines

Clean up the test environment

Finalizing test failover

Finalizing the recovery plan

START TIME

3/3/2016 2:58:22 PM

3/3/2016 258:28 PM

3/3/2016 25837 PM

DURATION

1 MINUTE

1 MINUTE



Add script on recovery side

E X't e n d yo u r' Add an Azure runbook from an Automation account to run after "All groups failover' starts.

SCRIPT NAME

S O | u -tl O n POD2 DR Remote [Desktop x

FAILOVER TO AZURE SCRIPT

Utilize integrated Azure services

AZURE AUTOMATION ACCOUNT
Add automated scripting
using Automation

Pod2Automation ~

. AZURE RUNBOOK SCRIPT
Connect via ExpressRoute

OpenRemoteDesktopPort w




Azure Automation ey RIS

PowerShell & PS Workflow Engines
- Use your existing PS scripts
- Checkpoint/Parallel if needed

Runbooks, Modules
- Author PS, PSWF, Graphical runbooks
- Gallery—Runbooks, modules

v I\/Ianage any ClOUd & on prem - Extensibility, integration
Service Provide v : '-Asgit:zre global store for variables, credentials,
Process automation & DSC N v ' '

. . Jobs
v" PowerShell & Graphical authoring | = Troubleshoot/auditvia job history

v PowerShell DSC
Integrate systems - Configurations, Pull service

Hybrid Worker - Node Management & Reporting
om———— . :
v' Windows & Linux Hybrid Runbook Workers

- Install on any machine
- Secure, only outbound ports

Webhooks
- URL to start runbook remotely
- Integration

Orchestrator

(o) @

VMWare
OpenStack

(=

|
|
|
|
|
J

N
! I
I : Hyper-V
| I

-

Reliable, highly available, scalable Hybrid management




Authoring

e Graphical runbooks
» New type of graphical runbook based on native PowerShell
* Improvements to graphical authoring and runbook capabilities

* PowerShell ISE add-on

» Author textual runbooks (PowerShell, PowerShell Workflow)
« Continued improvements in response to feedback

* Start-AzureRmAutomationRunbook cmdlet
» Added —Wait and —MaxWaitSeconds parameters
 Parent runbook can now wait for child runbook to finish and send back output
* Enables any runbook type to call any runbook type and get back results

* More Gallery runbooks
« We continue to add useful runbooks to the gallery



Graphical authoring

* Graphical PowerShell runbook P —
« New type of graphical runbook based on native PowerShell ~ # oot
« All advantages of native PowerShell over PowerShell Workflow *  Fereente
« Starts fast, full objects

* Graphical authoring improvements

PowerShellWorkflowRunbook

Select data

» Object output properties available at design time S ——
« Canvas restyle for readability o (SUaiiscioe
A ) . ¥ Output (PSVirtualMachinelnstanceView)
® Warnlngs for Common deS|gn requlrements » BootDiagnostics (BootDiagnosticsinstancelfiew)
* Error links & convert exception to error (coming soon) o

DisksText (String)

* Graphical runbook SDK update e
 Release latest version of the public-preview SDK ExtensiondText (tring)

Name (String)
» PlatformFaultDomain (Mullable)

PN



Remediate VM alert with Automation runbook

Add an alert rule Configure Runboo..

* Integrate Automation in Azure - =
» Seamlessly use Automation to manage Azure . e
reSO U rces * Conditio;: . o N a * Runbook B
» Trigger runbook from VM alert o e i
 Configure VM alert to start a runbook when 2 ol
alert friggers S e
» Microsoft runbook or user runbook

* Alert context passed to runbook
» Account creation as needed

Additional administrator email(s)

» Create Automation account and Run As
credentials as needed for user —

* Make it seamless to get going with alert runa anbock fom sl
remediation
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Improve your connection with customers

A consumer identity and access management system needs to be:

oy iF

Consumer-centric and flexible Secure and reliable Ready for every business Faster speed to market
’ Everg cus’tc)omer experience « Multiple levels of « Cost-effective « Standards-based
needs to be a positive one security controls ‘
. » Scalable * Innovative
* Customizable consumer - Security reporting
interactions * Global * Flexible policy
* High availability—SLA framework

e Choice of social
& local accounts



Azure Active Directory B2C

Sign up, Sign in, Social & Local Seamless User

Password reset & Accounts Experience
other policies

-
-

o=

Multi-Factor Protocol support Azure AD
Authentication (OIDC, OAuth2) Graph API
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Virtual Apps and Desktops With Citrix

Extend

Citrix Cloud

@ (i)

XenApp and XenDesktop
management on-premises

Virtual app and desktops workloads
on-premises and Azure

Managed by IT




Virtual Apps and Desktops With Citrix

New Services
‘IIIIIIIIIIIIIIIIIIIII

______

Citrix Cloud

.IIIIIIIIIIIIIIIIIIIII’

’lllllllllllllllllllll'



2017

Global Azure
BOOTCAMP

Azure Stack




Hybrid application innovation with Azure and Azure Stack
Truly consistent hybrid cloud platform

A Developers R
Portal | PowerShell | DevOps tools n Portal | PowerShell | DevOps tools
Azure Resource Manager Azure Resource Manager
Azure laaS | Azure PaaS
Compute | Networking | Storage |
Azure laaS | Azure PaaS App Service | Functions |
Service Fabric* | Container Service*

. Cloud infrastructure
Cloud infrastructure
IT (Integrated systems)

Microsoft Azure Microsoft Azure Stack
Public On-premises



Azure laa$S available on-premises: beyond traditional
virtualization

B #| 2| ©

Containers Networking Storage
with Docker

Virtual Machines
(VM)
VM Scale Sets

Rapid Linux and Virtual network, Blobs, tables,
deployment with Windows Server load balancer, queues
automated containers VPN gateway

scaling

Above services will be available at GA. We will deliver additional Azure services through frequent
updates to Azure Stack.



Azure Paa$S available on-premises: Fully managed
platforms for high productivity development

& | B || B

Azure App Azure Functions Azure Service Azure Container
Service Fabric Service

Cloud Foundry

Web, Mobile, Serverless Always-on, Robust container ~ Open source
and API apps Computing scalable management platform
distributed
applications

Azure Service Fabric and Azure Container Service will be available post-GA. Other services will be available
at GA. We will deliver additional Azure services through frequent updates to Azure Stack.



One Azure Ecosystem

Work with the tools and
technologies you want across
Azure and Azure Stack

BLOCKCHAIN

Most Azure Marketplace solutions work on
Azure Stack without modification




https://aka.ms/cc9cfl



Thank You




